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GMAIL

134,966

Al of Tom's emails since he
first got a Gmail account in
2004. Google also stores his
6,147 chats.

What
Google Knows

Google compiles enough data to build
comprehensive portfolios of most users

=who they are, where they go and what
they do—and the information CONTACTS
is all available at google.com/dashboard. 2 702
Here are just a few things WSJ reporter !
Tom Gara found out about himself, Google knows the people that

GOOGLE SEARCH

64,019 |
Google thinks Tom
performs most of his
searches around
8am.ET, but thisis
probably skewed by
years spent |
outside the US. |

ANDROID
DEVICES

3N

Google knows all of Tom's
synched Android phones,
including the old Nexus S phone
that he gave to his mom.

WALLET

Credit cards (two expired) saved in
Google Wallet, plus two shipping
addresses and 13 itemized
purchases since June 2009

DOCS

855

Documents Tom has created,
plus the 115 he has opened
that belong to other people.

Graphic by
Alberto Cenvantes/
The Wall Street Journal
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TOM GARA

Tom emails the most. At the
topis a friend in Eqypt.

YOUTUBE
9,220

"~ Videos Tom has
watched, listed in
chronological

. order, mdudlng

That's how many apps
Tom has downloaded
from Google's store.

PASSWORDS

35

Number of website
passwords saved in
Google's Chrome browser.

LOCATION

Willunga,

South Australia

Due to an unknown glitch,
Google bases Tom's location
from one of his old Android
phones, which he gave to his
mother in Australia.
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NBAH # K E3E-SportVU

B URANT

MinsTracked Distance Run  Awg. Speed
Paoints 44
Points per Touch 0.6
Touches 75
Dribbles 96
Dribbles per Touch 1.3
Touches per Shot 3.8
Touches per Assist 18.8
Touches per Turnover 15.0
FGM-FGA 14-20
3PM-3PA 4-7
FTM-FTA 12-15
Rebounds 7 .
Passes 40 | o ‘
3% Assists 4 - ""T-_ — — J
1.3 Dribbles % Passes Resulting in Assist 10%
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1 crbrq user JrEal  |BEIEIRAIRE

2 RSKMFT R GBASE FrR# | tﬂiﬁﬁ%éﬁﬂ:ﬂm@flﬁﬂ?%éﬁ (Pl ERIZ %)

3 [sIZL META HEAL  DTEUE HAREAR ]

4 cbec_read TR &R %ﬁ%%ﬁ%ﬂi D%*#&ﬁﬁi*ﬁ%%%

5 |cbec user FRED |Eim St O RREUE DIk R

6 emsmoniter read FES |[&RTE_HNTAEREERS

7 etl loader JREE  |ETLEEEINE

8 etl schedule TrREE  (BEFLTEH et AEARES

9 |irp admin TRH |EBHRELERETE ] ]

10 |kjdstj FHRH | EIEERTERSHOSR REES T R25%

11 qlik reader R |alikview

12 sjzl loader REER  |REEETF S EEE N

13 |sjzl tb I | REET GEEERD

14 tme_read FEI |[BRETLEZSTRS

15 |tme_rir FEE BETLEERSR

16 tmc_write FEE |[FERLEERS

17 |xyjx user FRHR  |& kTR _He I E SRS R 5%

18 |yth_read HEH |[BHEFLEEBER—ELTE

19 |irp reader T RE |[EEREREHZRETE

20 |gbasebi limit FEH |[FEEFEBI

HES: AR 2578 S v | 2EEW | — 2B

HRES ~ B FiE&iIR FrERF

1 rmft_arrival_road_conta NEBERRSERER GBASE_gods gods
2 rmft_arrival_road_list AREIREIRERE GBASE_gods gods
3 rmft_binding_road_conta AR RIERIREEAE GBASE_gods gods
4 rmft_binding_road_seal A HERIERREEE GBASE_gods gods
5 rmft_binding_road_transport ANEHHEREIRE®H T HE% GBASE_gods gods
6 rmft_binding_transport_tray NEFHHIERERIREHTE... GBASE_gods gods
s rmft_change_off_conta_seal AEEENRSEFAEEE GBASE_gods gods
8 rmft_change_off_road_conta NEETRENEES R GBASE_gods gods
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1 [a0302 a0302 31 |lishuoOl 1ishuo01
2 [a0302_user 20302_user 32 |liuhaocheng XUFERR
3 |anguan_ali ZEHFINETER 33 |liutao *$5
4 |anquan_test Z 2RI 34 |menghao 2}
5 anquandata FZeddE 35 |gmxc gmxc
6 |appana R REAEN A 36 |gware_admin gware_admin
7__|bdep_gyxypg0d702 il (5 AV A ST TR (K 7) 37 |avxyxxde i EHEERAET A5
8 |bdep_qyxype0702_dev |V EFFHEERTEEARFE) 38 |qvxyxxde_admin i ERERIRET 25
9 |bdep_shkjel R R B B8 (EPAIINR) 39 |rc01 WIS
10 |cangdan it 58 A Pk, 40 |rptuserl rptuserl
11 [eaojin =L 41 |rptuser2 rptuser?
12 [ecic_yiruitingl H ZA BT 42 [sjdp HIERAE R
13 |chencheng B 43 [songke ES-A
14 |chenzezhao PriFEE! 44 |suijitest suijitest
15 leciq eciq 45 [sunsenlin TR
16 [fengxin BE 46 |tgyth EFE—
17  |fkzxshfx fkzxshfx 47 |wangjian EE
18 |haisou_admin haisou_admin 48 |wlfx_kf wlfx_kf
19 [hangzhouguan hangzhouguan 49  |wlfx_sc P R =
20 |hanwei i 50 |wudi R
21 |h12008_admin HL2008_admin 51 |wuliudz wuliuDZ
22 [hlwgb HIEF#IR 52 |xushaonan ]
23 |houfangqing R E 53 |vaoyinghong HEFAIT
24 |hulianwangqingbao EV R e 54 |ysdp E R
25 |hzkj_admin MBS T B S i R R 55 |zhanglei kT
26 |jinmin Exad 56 |zhangyun zhangyun
27 |jixiaofeill EL-Ad 57 |zhaovao zhaovao
28 |kuajing_admin kuajing admin 58 |zhenggingyuan EI RS
29 |kuajing kaifa kuajing kaifa 59 |zhouminjie FEEdE
30 |ligang FHI
BRRER &
HRES 58 PEER ETEE
FE.. FB® &R wm sUEMTEAT KR GRS
1 manifest_id st bva i A= =8 varchar(128) 128 N
1 manifest_id YRS =i varchar(128) 128
2 i_e flag ISR =fFe  varchar(1)
2 i_e flag ISR =582 varchar(1)
3 decl_traf_mode iEEISTACIS =458 varchar(4)
3 decl_traf_mode EHET5I RS =4 varchar(4)
4 customs_code HHHIENES(CIG ==es varchar(4)
4 HHIE RS =R varrhari4y k=

custnms _coda
L}
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59 |e-CIQFF&% ECIQ 1067
60 [HREmERRESR POST 107
61 |CIQ2000%d= ciQ 497
62 B E5 CW 152
ATA %

63 [ATA o 3 18
64 g [MFT_ 85
65 [NERAGER RMFT_ 38
66 [TEm SRSt NCAD_ 37
67 [Tl IR Tt PGS_ 84
68 [THFfEEE IR PMS_ 35
69 jzHLH YSGJ_ 127
70 EXTE_HSARZEERES MTM_ 96
71 [ XRTE_BERROEERR1.0R RTR_ 14
72 [RREREREIEAR DUTY_ 95
73 GPHNEREENELABEAMmEHERERSR |LPS_ 18
74 iR EXP_ 43
75 EXTE_SREREERR CSA_ 64
76 [BRBXIEVHEIRS HP 22
77 RIESRREETES JIC E_ 64
78 I ERARE &L IC M_ 279
79 RIERREEFZRESR ICW_ 1

80 EEFA I 184
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Iﬂ’* WERHHAXE BisE | HENEE

81 BSOS ESE—IRRS CBEC 2
82 [EEROZES—ha CBEC_ 21
83 EEREOZES ha CBEC_ T1
84 & &% PR&LPRL T47
85 (5= FM_ 65
86 [fia P OELFE TMC_ T1
87 (e E =1 CCTS3_ 62
88 [ FEERATGEN B R R R e ATt FMLA 67
89 IXpE ot e BB IXfE Dt F &% (122%) MRA 1
90 iEXZAFt- AR S Fi R Il E CUST 30
9 e RRENEre) G 19
92 |MEER XC_ 2
93 BEREE_BY RSK2 7
94 [BIEH M5 hk OCBEC 77
95 [BiEHO2E%—hx CBEE 65
96 |2 OEalE TMC MA 7
97 [ 2. OX B F e RIR 4
98 [ 2.055h8 BC 3
99 [RERONEEIEE S RM 2
100w GOODS 23
101 [ HFE OB REERES CLASSIFY 70
702[H2000 APP H2K 33
103 [RRF=Y 75CQ 7
104[BXEREEA S BM 16
105 BRI EW B &5tV2.0 XZFY 20
106 (B TBORARIT &5t XZSS 40
107 |B- BB A A OMIS 13
10g/ TEERIR=EREERS (LMS) 2B | s -

BX fINE —

(109 |XRE DA E BN BE DT F 2% (3%%)  |CCISM 35
110 E O i SRR B I ARt GFSB 7
11X IE BRI s FH ATt PLFS 39
112 [BRGEIZERTEE EREIE 16
1RESFEEG GB2 596
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GSZJ CALENTINFO iEEEER 1100474
INCEIRBEIE
SAFE QRY LOG SNCEEIIHRE 7146915
SAFE DPSIT BSC INCIBFRER 82218
SAFE DRAW BSC ANCIBEGRER 182041
SAFE TRADE PFCURR BSC SNCIBR SR 11833326
SAFE TRADE RCVECH BSC INCRRZBGLER 40097757
SAFE TRADE FEC BRKRUL BSC INCIBRZINCENTR 665
SAFE TRADE FEC EXPDT DT ISCBRSZINCZHIB4 (2218750
ME R BEUE
RTX_REFUND _LIST [EEES e 318025336
ExR{EEROEEE
PUB PENALTY TR ST AN RMEE TR 1100474
PUB PERMISSION TBOUF ] N AREER 95415502
TB SXBZXRMD LEFERTAZE 624167
TB YCJYML SELETWERE 16639954
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SERBVD~ L 528 R IW B R4 TAE
BHE415RFILT7.06/L5% FBARILR, HHZHLHN669.50TB
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= 1 |vhl dynamic AR EER 0, TT&, 28, 222
2 |vhl static ship HMAAEFEEEE 327, 867, 869
3 |vhl reachport AR EEOHIEE 8, 721, 045
4 |vhl ihsports BOIEE g, 252
b |bwd financial strength more R ED T4, 226, 86T
A |bwd stock exchanges and indexes R & it 81,13k
T |bwd dmc—current onlwy MBS RENE—EE 69, 710, 083
8 |bwd dmc prewvious FiEFaafE—ER 42, 142, 172
8 |bwd_all_current_shareholders_first_lewel |HAIRT 43, 538, 538
10 [bwd _all subsidiaries first lewel Z BIR{TE 18 4, 04k, A0A
11 |bwd bazic zhareholder info HafRiTE 18 15, 666, 018
12 |bwd_beneficial_owners_10_10 BEFRFEER 40, 66, 956
13 |bwd_branches BETEAL0-10 5, 783, 369
14 |bwd controlling shareholders EEETF 15, 5256, 504
15 |bvd additional company info 2L bk 18, 446, bd4
16 |bwd all addresses iR AR (- ASER0) 102,438, 8982
17 |bwd_bwdd ATHESBHESHE BB b dn sk 9z, 266, 277
18 [bwd _contact _info SC{FE T 92, 266, 287
19 |bwd_identifiers Err EZ= S G 160, 988, 738
20 |bwd_legal_info e amEs 82, 266, 287
21 |bvd_industryv_classifications SRR RTEN 248, 69d, B4h
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The empirical cumulative benefit 2021/01: $7.9 million
— Results from nationwide A/B test
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Does it increase privacy risk when merchants participate?
Re-identification ratio [Montjoye et al. Science Report 2013]
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How many merchants participate?

85% participation rate
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