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MD5 Specification

〉 Works on 512 bit blocks of the message

〉 Produces a 128 bit hash code
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Message Preparation

〉 Padding
The Message is padded to an exact multiple of 512-bit blocks

1 is appended to message

The remainder (less 64 bits) is filled with as many 0’s as required

The last 64 bits are used to represent the message length

〉 Block subdivision
Subdivided to a number of 512-bit blocks
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Basic Idea

〉 Start from a constant 128-bit state

〉 Divided into four 32-bit words, denoted as A, B, C, and D

〉 Each 512-bit block will be divided to 16 32-bit block

〉 Each 32-bit block will be used to modify this 128-bit state for 16
times

〉 Every 16 operations are called one round

〉 4 rounds, with slightly different operations

A B C D
32-bit
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Main Operation in Each Round

Block 1

Block 2

Block 3

Block 4

…
…

Block 16

ti

Mi



数
据
结
构
与
算
法
（Pyth

o
n

）

北京大学大数据科学研究中心/刘云淮/2018

Initialized Chaining Variables

A = 0x01234567

B = 0x89abcdef

C = 0xfedcba98

D = 0x76543210
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Nonlinear Generating Functions
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Basic Operations
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Some constants

Mj is the jth sub-block of the message block.

For step i:

ti = 232*abs(sin(i)) where i is measured in radians.

s is the number of bits to be shifted:

Round 1: [7, 12, 17, 22]

Round 2: [5, 9, 14, 20]

Round 3: [4, 11, 16, 23]

Round 4: [6, 10, 15, 21]
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Round 1
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Round 2
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Round 3
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Round 4


